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CIPDSS-PST: CIPDSS PORTFOLIO SELECTION TOOL
DOCUMENTATION AND USER’S GUIDE

by

J.C. VanKuiken, M.J. Jusko, and M.E. Samsa

ABSTRACT

The Critical Infrastructure Protection Decision Support System — Portfolio
Support Tool (CIPDSS-PST) provides a versatile and powerful tool for selecting,
optimizing, and analyzing portfolios. The software introduces a compact interface
that facilitates problem definition, constraint specification, and portfolio analysis.
The tool also provides a simple screen design for comparing user-preferred
choices with optimized selections. CIPDSS-PST uses a portable, efficient, mixed-
integer optimization engine (Ip_solve) to derive the optimal mix of projects that
satisfies the constraints and maximizes the total portfolio utility. The CIPDSS-
PST software can be readily applied to other nonportfolio, resource-constrained
optimization problems.

SUMMARY

The Critical Infrastructure Protection Decision Support System — Portfolio Support Tool
(CIPDSS-PST) is a powerful tool for selecting, optimizing, and analyzing portfolios. The
software provides options for making user-preferred selections and comparing them with
optimized project selections. A wide range of constraints can be introduced to accommodate
various resource limitations or upper and lower limits on the numbers of projects. Conditional
constraints can also be accommodated, whereby inclusion of one or more projects can be forced
to depend on selections of other projects. The optimized solution will then reflect these
additional constraints in the sets of projects selected for the optimal portfolio.

The optimization engine Ip_solve (Linderoth and Ralphs 2005; Notebaert et al. 2008) was
selected on the basis of a number of criteria that included portability, cost, licensing
considerations, and problem size capability. It performed very well in all test cases and continues
to be maintained, updated, and verified by a large user community.

CIPDSS-PST can be applied to other nonportfolio resource allocation problems. The
framework is very flexible, allowing the user to define the problem objectives and scales for
rating each of the alternatives to be considered.

Significant attention was devoted to simplifying the problem construction process and
streamlining the data input interfaces. This effort resulted in a single spreadsheet-like form for
entering all the information related to defining the critical problem (objective definitions and
project evaluations). Likewise, a single screen covers all the data entry needs for defining



constraints and viewing outcomes. The end result is a convenient and compact interface that
facilitates problem construction and analysis.



1 INTRODUCTION

The Critical Infrastructure Protection Decision Support System — Portfolio Selection Tool
(CIPDSS-PST) provides a structured environment to help users select specific projects or tasks
from a choice of candidates that may be competing for limited resources. The overall goal is for
the software to identify optimal project selections in the context of user-defined objectives and
constraints. Additional functions of the tool yield insights into alternative, nearly optimal sets of
projects and the incremental benefits associated with constraint relaxations.

The core functionality of CIPDSS-PST was patterned after the Portfolio Analysis Support
System (PASS), an earlier decision support tool (Jusko et al. 2006). CIPDSS-PST extended the
decision-analytic logic of the PASS precursor by adding new operational and display features
that not only added to its analytical capabilities but also made it easier to use and enhanced the
interpretive power of the results.

A primary goal of the CIPDSS-PST software tool is to maximize the value of selected
projects (or tasks) on the basis of a set of user-defined objectives and constraints. The objectives
are defined to capture various aspects of project performance or impacts that affect the overall
perceived value of each project. Some examples of objectives are those that specify a project’s
completion time, scope of benefits, technical difficulty, or any other criterion that is measurable
and of value to the decision maker. Each of the objectives is characterized by the user in terms of
its relative importance.

After the objectives are established, each project or task is evaluated in terms of how well
it achieves each objective. From the specific project objective “scores,” an overall project value
is calculated. CIPDSS-PST determines a priority ranking of all projects on the basis of how well
each one has achieved its objectives. If no other considerations were active, this priority ranking
would represent the natural order for selecting projects. However, usually there are other
constraints associated with a portfolio of projects, which, if accounted for, would alter the
selection of projects. For example, budgetary constraints are common, and other objectives
(e.g., spreading project investments over different categories of activities like research and
development [R&D], new ventures, or overhead) might represent additional competing factors to
be considered in selecting the optimal projects.

CIPDSS-PST recognizes simple constraints, such as maximum total funding limitations
or minimum funding for specific projects. It also treats more complex constraints, such as project
prerequisites or mutual exclusions. Considerations for these complicating factors can
significantly affect the selection of optimal projects. CIPDSS-PST provides a tool that explicitly
recognizes such constraints and captures their effects on the selection of projects for an optimal
portfolio.

Although CIPDSS-PST was designed with a focus on project portfolio evaluations, it can
be used to analyze virtually any set of alternatives that compete for limited resources, whether
monetary, human, material, or others.



This report serves as a user-guide and describes the fundamental decision-analytic
problem representation. It is intended to describe how (1) a problem is formulated, (2) project
values are derived, (3) the optimization engine is invoked, and (4) the user can apply
visualization tools to analyze and probe the results for sensitivities.

Section 2 provides an overview of basic steps used in CIPDSS-PST to obtain an optimal
portfolio. Sections 3 and 4 contain examples to illustrate the use of CIPDSS-PST and derivations
to show how the fundamental project values are obtained. Section 5 documents the optimization
engine selection process; the criteria that were considered, the engines that were examined, and
the final choice that was made. Section 6 summarizes the report.



2 APPROACH

2.1 OVERALL DESCRIPTION

CIPDSS-PST treats the primary goal of portfolio selection as a mathematical
maximization problem — as a problem of how to maximize the achievement of a set of
objectives. Each project contributes to the achievement of the objectives to a different degree,
and assessing how well a project achieves the objectives determines that project’s relative value
or importance. CIPDSS-PST provides a structured framework for (1) identifying and
characterizing the objectives, (2) identifying candidate projects and assessing how effectively
each one achieves the objectives, (3) characterizing resource and other types of limitations, and
(4) selecting from the list of candidate projects the optimal set of projects that would maximize
the overall achievement of the objectives.

If there were no resource or other limits in effect, then simple priority rankings and
assessments for each project would result in a natural order for selecting projects. However, there
are usually other constraints associated with a portfolio of projects that, if satisfied, would alter
the optimal selection of projects. Budgetary constraints are common, but other considerations
(e.g., spreading resource investments over several critical programmatic areas) are also typical.

CIPDSS-PST provides the user with convenient mechanisms for implementing
constraints and optimizing a portfolio when virtually any number of constraints are present.
When constraints are included in the analysis, CIPDSS-PST identifies the set of projects that
would maximize the portfolio’s value in terms of meeting the objectives while satisfying the
constraint requirements. If a problem becomes over-constrained (i.e., meaning there is no valid
solution that would satisfy all of the constraints), a warning message is displayed so the user
knows that adjustments are needed.

2.2 OVERVIEW OF STEPS IN THE PORTFOLIO ANALYSIS PROCESS

There are seven steps in the portfolio optimization process. CIPDSS-PST uses
spreadsheet-like entry forms that are designed to help the user complete these steps. Constraints
can be simple or complex, and multiple sets of constraints can be implemented. Unconstrained
cases can also be evaluated. An overview of the steps follows:

1. Establish the objectives;

2. Assign relative weights to each objective;

3. Set scale ranges for rating each project according to the objectives;

4. Identify, cost, and categorize the projects;

5. Rate projects according to the objectives;



6. Define portfolio constraints; and
7. Optimize portfolio selections and perform sensitivity analyses.

These steps are briefly described below and are presented with examples in Sections 3 and 4 of
this report.

2.2.1 Establishing Objectives

This first step is perhaps the most critical one in the CIPDSS-PST process. Three
sources — Keeney (1992), Keeney and Raiffa (1993), and Hammond et al. (1998) — describe
how the objectives and the scales to measure their achievement are established. Some examples
of objectives are the project cost, scope of benefits, degree of risk, and completion time. For
those unfamiliar with establishing objectives and scales, the three sources serve as useful
tutorials for setting up a new problem. If the objectives are not established properly, then the
portfolio analysis that follows may be misleading. Carefully setting the objectives will simplify
and clarify the portfolio analysis process.

2.2.2 Establishing the Relative Importance (Weights) of the Objectives

Objectives typically vary in terms of their relative importance or value. The user must
establish the relative importance of each of the objectives defined in Step 1. In CIPDSS-PST, the
user selects a “Relative Weight of Objective” between 0 and 100 to represent the importance of
each objective relative to other defined objectives. The least desirable value is 0, and the most
desirable value is 100. Objective weights between 0 and 100 have intermediate values that are
proportional to the value of the objective (i.e., an objective valued at 50 points is worth half of an
objective valued at 100 points in terms of relative importance). Each objective should be
assigned a value greater than zero, unless the user is conducting a sensitivity analysis to
determine the effect that a given objective has on the portfolio choices. Only the relative values
are important. This means that if all objectives are assigned 50 points, then all objectives are
treated as being of equal value. CIPDSS-PST performs the necessary value normalizations after
the user has specified relative weights.

2.1.3 Setting Scale Ranges for Rating Objectives

An objective can be satisfied by various projects at different levels, and the level of
achievement has an associated importance or value to the user. CIPDSS-PST offers two general
types of scale ranges for rating how projects satisfy objectives: continuous or discrete. Within the
two categories of scale ranges, the program provides eight types of continuous distributions
(e.g., triangular, normal, and lognormal are three of them) and an unlimited number of user-
defined discrete rating scales. After determining the preferred choices of scale range types, the
user can specify the parameters that define best and worst values in the scale ranges, as well as
points between the best and worst outcomes.



Figure 2.1 shows a preview of the primary input screen, which is used to define the
objectives as described above. The objectives are defined in the area between the “Objectives”
and “Projects” headings (headings are highlighted in yellow). Green and blue boxes represent
user inputs to define the portfolio selection problem. User inputs for objectives include names,
descriptions, scale type, scale units (for continuous scales), scale range descriptors, relative value
of scale range, and relative weight of objective. More comprehensive descriptions of these input
parameters are provided in Section 3.

2.2.4 ldentifying, Costing, and Categorizing Projects

The same spreadsheet-like form used for entering objective information (Figure 2.1) is
also used for entering information about the candidate projects that are to be considered for
possible inclusion in the optimal portfolio. The user enters abbreviated project titles (e.g., P1, P2,
P3, ...) and can also include longer descriptions of the projects. The longer titles are optional, but
the short identifying descriptors are necessary.
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FIGURE 2.1 Preview of Basic CIPDSS-PST User Input Screen (Objective and Project Definitions)



The CIPDSS-PST data entry fields also include an opportunity to provide point estimates
for the costs of each project (next-to-last column on right side of the screen). These cost data are
optional but can be used to generate useful rank-ordering metrics for projects (according to
utility-per-unit-cost rankings). In addition to these point estimates for costs, ranges of uncertainty
for the cost estimates can also be explicitly captured through user-defined cost objectives. These
can be characterized by probability distributions or discrete ranges.

CIPDSS-PST provides a mechanism for categorizing projects according to user-defined
categories (e.g., as construction versus R&D versus overhead, or as military versus civilian, or
by corporate division). A simple matrix with inclusion/exclusion buttons allows the user to
define which projects belong to which categories. These categorizations provide powerful tools
for implementing constraints (e.g., for specifying that at least 20% of the budget must be
allocated to projects that qualify as R&D activities). Examples are given in Section 4 to illustrate
how these categorizations and constraints can be used to represent relatively complex conditional
inclusion requirements. An example matrix for project categorizations is shown in the upper
right portion of Figure 2.2.
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FIGURE 2.2 Preview of Sample CIPDSS-PST Constraints & Analysis Screen



2.2.5 Rating Projects According to Objective Scales

Figure 2.1 illustrates the CIPDSS-PST screen that is used to rate or score each project in
terms of how it is expected to fulfill each of the objectives. These ratings are entered next to the
name and description information. For objectives with continuous-scale ranges, the user specifies
distribution parameters (e.g., for triangular distributions: minimum, maximum, and mode
parameters would be specified). For objectives with discrete-scale ranges, the user estimates the
relative likelihood of the project falling in each of the scale ranges. To simplify the entry process,
the ratings (0—100) are interpreted as relative, and the program performs the necessary
normalizations to complete the calculations.

2.2.6 Defining Portfolio Constraints

Portfolio constraints can be easily entered in the screen shown in Figure 2.2. For the total
portfolio, constraints can be implemented as upper or lower bounds on costs or total numbers of
projects to be selected. In addition, for each of the user-defined project categorizations
(e.g., construction, R&D, or overhead), the user can specify upper and lower bounds for the total
number or cost of projects selected from a given category. The constraints and categorization
tools can be used creatively to represent conditional selection criteria, such as project
prerequisites (e.g., the portfolio must include Project A if Project B is to be included). Section 4
provides examples of conditional constraint implementations.

2.2.7 Choosing Portfolio Selections and Performing Sensitivity Studies

At this stage (after Steps 1 through 6 are completed), CIPDSS-PST has all the
information it needs to run the portfolio analysis and provide the user with results. The user can
choose to manually select projects for the portfolio or use the optimization button *“ %  to invoke
the integrated optimization engine. If the “optimize” option is invoked, the optimized portfolio is
displayed side-by-side with the user’s preferred selections, revealing any improvements that
would result from the optimization and allowing for an easy comparison of project selections.

Sections 3 and 4 contain examples to illustrate the use of CIPDSS-PST. The internal
derivations of project values are also documented, so the user can better understand how the
input parameters affect the outcomes. In addition, for the screen depicted in Figure 2.1, the user
can activate the rows expand button to reveal intermediate results in the value calculations.
The intermediate results can be very helpful to the user in understanding relative project rankings
and in verifying user inputs, intuition, and insights with regard to portfolio dynamics.

113 IE kR

The opening screen for CIPDSS-PST (Figure 2.3) provides a quick-start guide. The user
preferences button * [ ” provides several options for customizing how the CIPDSS-PST display
appears and how the screens respond to scrolling.
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FIGURE 2.3 Opening Screen for CIPDSS-PST
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3 USER ENTRIES AND VALUE/UTILITY DERIVATIONS

This section describes the data entries and calculations that ultimately drive the overall
portfolio optimization process. CIPDSS-PST provides a basic framework for defining and
weighting the relative values of objectives. Then each project is evaluated in the context of those
objectives to determine relative project values and utilities. In this context, “utility” represents a
single measure of merit that combines all of the estimated outcomes and relative importance
factors as assessed by the user. The CIPDSS-PST framework is designed to be flexible to
accommodate a comprehensive range of objectives and project characterization metrics.

As indicated in Section 2, the preparation and analysis steps consist of the following:
1. Establish the objectives;
2. Assign relative weights to each objective;
3. Set scale ranges for rating the projects according to the objectives;
4. Identify, cost, and categorize the projects;
5. Rate projects according to the objectives;
6. Define portfolio constraints; and
7. Optimize portfolio selections and perform sensitivity analyses.
The procedures and assumptions for quantifying inputs are described below, along with an
example problem that shows sample inputs for solving the problem with CIPDSS-PST.
3.1 NOTATION FOR THE SAMPLE PROBLEM
Mathematical notation is introduced in this report for the reader’s convenience in tracking

how the data entries are used in value/utility calculations. This notation is not displayed on the
CIPDSS-PST screens, but it is possible for the user to view intermediate results of the

113 IE 2

calculations by pressing the rows expand button “ 1= ” when viewing the screen shown in
Figure 2.1. Section 3.3 describes the detailed internal CIPDSS-PST calculations.

3.2 OBJECTIVES & PROJECTS TAB

The user can start by using the open folder button “ = ” to open an existing sample
portfolio case. Selecting a predefined case, such as “sample-case-1.xml,” can help the reader
follow the instructions for constructing a new problem, as described in this section. The sample
case can serve as a template that can be edited and customized to fit any new problem.
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For those unfamiliar with establishing objectives and scales, Keeney (1992), Keeney and
Raiffa (1993), and Hammond et al. (1998) serve as useful tutorials for setting up a new problem.
The following example illustrates the mechanics of representing the objectives in CIPDSS-PST.

3.2.1 Entering Objective Names and Descriptions

This example uses project completion time, scope of benefits, and technical difficulty as
the three objectives to be optimized. (Some other examples of objectives are costs, technical or
financial uncertainties, expansion of production capability, uniqueness, or likelihood of attracting
funding from outside sources.) It is important to recognize that costs can be entered and treated
in two ways in CIPDSS-PST. One way is to include costs explicitly as an objective and trade
them off against other objectives. This approach is recommended for problems in which cost is a
valid consideration. In addition, to facilitate the construction of simple project rank-order listings
in CIPDSS-PST screens, the expected costs for each project can be entered in the “cost” data
field (shown later in this section). Even if cost estimates are entered explicitly as an objective,
with the associated option of using probability distributions to capture potential uncertainties, the
user is encouraged to also specify expected costs as an estimate in the cost data field.

Characterizing costs through objective definitions allows costs to be treated explicitly in
the optimization process. In contrast, user entries in the simple cost data field are not recognized
in the optimization process. They are only used in summary screens for reference and sorting
purposes. As a guideline for choosing whether or not to create a separate objective to treat costs,
the user should consider cases where two projects are otherwise equally valued according to the
objectives. If the preferred portfolio choices favor the lower-cost project over the higher-cost
project, the user should explicitly include costs in the objectives (in addition to entering the
expected cost data). And if the preference for the lower-cost option is only slight, the relative
weight for costs should be small in the objective function.

Figure 3.1 shows the objective names under the “Objectives” heading. The green
background indicates which of the table fields are to be filled in by the user (either alphanumeric
or numeric entries). Fields that have a blue background indicate that the user needs to make a
multiple-choice selection. In addition, the screen provides a field for more lengthy descriptions
of each objective. This extended description can be very useful for documenting the
interpretation of objective definitions that are not obvious.

3.2.2 Defining Objective Scales: Scale Types and Units of Measure
For any objective, the user has a choice of using a continuous scale of measurement or a

discrete “constructed” scale. The choice appears when the user right-clicks on the blue-
highlighted scale-type field (Figure 3.2).
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An example of a continuous scale — as applied to the first objective — would be time
expressed in some unit of measure, such as days or months. For this example, the time scale of
months is used, and the range for that scale is 0—24 months. Alternatively, the completion time
could have been represented in discrete “bins” (constructed scales). For example, four bins of
6 months each could cover the same time frame as that defined in the 0—24 month continuous
scale. And when the constructed scale was used, the scale range descriptors would be changed to
0—6 months, 612 months, 12—18 months, and 18-24 months.

The choice between continuous and constructed scales is largely determined by user
preference and how the objective is to be measured. If the user chooses a continuous scale for
rating a particular objective, then a continuous probability distribution format will automatically
be displayed under the corresponding project rating fields, and the user can then choose among
eight different types of distributions. If the user chooses to use a constructed scale for rating an
objective, then the proper number of bins will automatically be displayed under the
corresponding project rating fields for that objective.

3.2.3 Defining Objective Scale Ranges

Once the scale type (and units of measure for continuous scales) is determined, as
highlighted in Figure 3.2, the user enters the scale range descriptors (Figure 3.3). This entry is
simply a label that serves as a reminder of what units of measure have been adopted. For
continuous scales, CIPDSS-PST inserts this descriptor as the orientation for which end of the
continuous range is considered best and which end of the range is considered worst. For
constructed scales, the descriptors convey the range of each scale bin. For the example cited
above for time (measured in months and separated into four discrete bins), the scale range
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FIGURE 3.3 Objective Scale Units of Measure, Scale Ranges, and Relative Values
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descriptors are 0—6 months, 6—12 months, 12—18 months, and 18-24 months. Or, as shown in
Figure 3.3, the scale descriptors for the objective defined as “Scope of Benefits” are “Global,”
“National,” “Regional,” and “Local.” A constructed scale can be divided into any number of
bins.

3.2.4 Assigning Relative Values to Objective Scale Ranges

The final step for defining objective scales is to assign the relative values for each scale
range. For continuous scales, the relative values are simply the endpoints of the distributions.
Relative values are assumed to be linear and continuous over the range of the objective scale.
Internally, CIPDSS-PST substitutes values in the range of 0—100 to complete the required
normalizations and value calculations.

However, for constructed scales, the user must determine the values of each scale range
relative to the other scale ranges. For example, under the “Scope of Benefits” objective, the user
needs to assign relative values to each category (global, national, regional, or local). In the
example, the categories have been “assessed” and reflect the highest value for national benefits
(100%), second-highest value for global benefits (70%), third-highest value for regional benefits
(20%), and lowest value for local benefits (10%).

As shown by this example, the value ratings do not need to total 100%. And while any
value (between 0 and 100%) can be entered for any of the constructed scales, it is highly
recommended that at least one of the scale values be defined by the user as 100% (for the scale
range that represents the best outcome). CIPDSS-PST performs the necessary normalizations
internally before the final utility assessments or optimization is made (see Section 3.3). For
convenience, a great deal of flexibility in assigning the relative values of scale ranges is allowed,
but to avoid potential confusion, it is recommended that the user assign the value of 100% to the
highest-valued scale range. This convention improves the intuition for assigning relative values
to the other scale ranges. Also, as shown in Figure 3.3 under the objective category of “Technical
Difficulty,” relative values of zero may be assigned to cases in which those outcomes are
assessed to contribute no value to the overall project utility.

3.2.5 Assigning Relative Weights to Each Objective

Once the objective scales have been defined (in terms of types, units, ranges, and values),
the user is able to assign relative weights for each of the objectives (outlined with blue box in
Figure 3.3). The user can assign any number between 0 and 100 for any of the objectives, and the
entries do not need to total 100%. However, it is highly recommended that at least one of the
objectives (the most valued) should be assigned a value of 100%. CIPDSS-PST performs the
necessary normalizations for later calculations. The convention of assigning 100% to the most-
valued objective (as it did in case for assigning scale range values) improves the intuition for
assigning relative weights for the other objectives.
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The data entries described above are the final user inputs needed to characterize the
problem objectives. The final stage of problem preparation involves rating each of the projects
according to each of the objective scales. Those steps are described below in Sections 3.2.6 and
3.2.7.

3.2.6 Identifying and Costing the Projects

Figure 3.4 illustrates where the user enters a brief title/label and a description for each
project. The title should be short enough (e.g., eight characters or fewer) to allow the compact
notation to be readable without expanding the data cell and occupying a large portion of the
viewable screen. The description field can be as long as needed but will collapse to a few lines
under normal use. The purpose of these fields is to provide unique identifiers for each project
and critical reference information for occasional reviews and reminders. The add button “ =t ”,
move up button “ = . move down button “ = >, and remove button “ *c > are used to insert,

move, or delete projects from the list of candidates.

Figure 3.4 also highlights the area where a user is allowed to enter estimated cost
information for each project. As noted in Section 3.1, this cost entry is a point estimate and used
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FIGURE 3.4 Entering Project Names and Descriptions



17

only for summary purposes. It can be used in screens for sorting, but it is not the same as
introducing cost explicitly as an objective.

3.2.7 Rating Projects According to the Objectives

Figure 3.5 highlights the data entry fields used to evaluate each project with respect to the
objectives. The three categories of inputs are (1) distribution type (if the objective has been
defined by a continuous measurement scale), (2) distribution or scale descriptor, and (3) relative
likelihood of outcomes for this project. These inputs provide all the information needed to
complete the calculation of project utility, which is then used to optimize the selection of projects
for a given portfolio.

The distribution type is selected from a dropdown menu of eight options (Figure 3.6):
triangular, normal, lognormal, uniform, single value (fixed), geometric, exponential, and
binomial distributions. Once the user selects one of the distribution options for a continuous
scale objective, the CIPDSS-PST program prompts for the critical parameters that define the
distribution. For example, as shown in Figure 3.5, after selecting the triangular distribution to
re